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A “Computer virus” is a software program or code that replicates itself and 

spreads from one computer to another without the users’ permission. An entry 

of this code in any computer drastically interferes with the operation and 

function of the computer. Such codes are usually attached to programs like 

Excel, Word, Outlook and PowerPoint. When these programs are run, the virus 

attached to it is triggered to run, which causes wide range of problems 

including file corruption, data deletion, and email spamming. Since then 

individuals and organisations began to develop strategies for antivirus 

software.

‘Antivirus’, is a term given to protective software that are specifically designed 

to protect computers from all kind of viruses harmful to a computer system. It 

also gives protection against malicious software that include viruses, key 

loggers, hijackers and Trojan. Antivirus perform tasks such as preventing 

virus, scanning and detecting virus, removing virus from infected files and 

recovering the infected files.

Before internet connectivity was widespread, viruses were typically spread by 

infected floppy disks. However, as internet usage became common, viruses 

began to spread online.

Computer viruses are highly prevalent in the present day world. A new virus is 

introduced every day, so the computers must be updated at regular intervals to 

ensure it is free from viral infection.

Today, most antivirus products use a combination of reactive and proactive 

technologies. Hence, the basic function of an antivirus software is to provide 

complete protection against malicious software and other virus definitions. 

Since, there are many virus writings created each day, many of the antivirus 

authors are including several other functions within the program. If the 

computer is not protected with security software, it gets highly prone to 

infective malware that will not only infect the machine, but will also expose all 

the personal data of the user that can be used by criminals for unlawful acts. A 

good security software will be a combination of firewall, antivirus software, 

and anti-spyware.
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What is the need for Antivirus?
The need of antivirus is:

Ÿ To detect the presence of threat, if any

ŸReal-time protection against malwares and viruses

Ÿ To make the applications and data secure in a particular system

Ÿ To increase the performance of system
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Symptoms of Virus Attack
Virus attacks in the computer can be identified by:

System Performance

ŸAppearance of different pop-ups and messages

ŸComputer runs slower than usual

ŸComputer no longer boots up

ŸDisplay screen flickers

ŸPC speaker beeps periodically 

Ÿ System crashes for no reason 

Ÿ Files/directories sometimes disappear 

ŸDenial of Service (DoS)

The Internet

Ÿ Issues in connecting to the Internet 

Ÿ The Internet Explorer page may not be displayed

ŸDefault home page will be changed

ŸRedirected to different pages than the intended 

ŸUnexpected/unwanted toolbars are added to the browser

ŸNumerous web messages and pop ups

Ÿ The web browser hangs

The Mailbox

ŸMails will be displayed without subject and sender email address

ŸBulk spam mails are sent from the mailbox
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Virus Detection Techniques

4

ITMR

Typical antivirus software uses different techniques for the purpose of 

securing the operating system / computer system.

Signature based Detection / Virus Dictionary Approach

Ÿ The antivirus application refers to a dictionary of virus signatures that have 

been known by the developer of the application

Ÿ In case, any code within a file matches with the virus dictionary, the 

antivirus software performs to either delete that code or quarantines

Ÿ Files are examined when they are created, opened, closed or e-mailed by 

the antivirus application. Requires regular updates in order to prevent the 

virus dictionary from getting outdated

Heuristics-based Detection

Ÿ This method aims at identifying malwares by checking files for suspicious 

characters without exact signature match

ŸWhen several suspicious characters are detected in a file, it is flagged as 

malicious

Behavioural Detection / Suspicious Behaviour Approach

Ÿ This is a contrast antivirus application approach where the functionality is 

to monitor the behaviour of the programmes

Ÿ If an application is behaving to access the data of another application or to 

manipulate its functionality, such an action is considered as suspicious 

and the user is directed by the software for a quick and an effective action

This approach provides protection against all viruses including the ones that 

are not available in the dictionary.

Sandbox Detection Approach

ŸUsing a sandbox detection method, the antivirus application emulates the 

beginning code of every brand new program execution 

After the program is closed, the sandbox is analysed for changes made 

within it and the presence of virus is indicated.

Cloud-based Detection

Ÿ In this approach, the antivirus software searches for malware in the 

protected computers on the provider’s infrastructure. This is done by 

capturing the file details and processing it in the cloud engine 

Ÿ The cloud engine derives the behaviour of malware by comparing the data 

from various systems
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How to choose the best fit Antivirus?
Computer users have unlimited choices for selecting antivirus application. 

There are trial offers as well as commercial versions that can be easily obtained 

from the web. Despite of the quantity, it is still a daunting task to select an 

antivirus that will work best with the system. Every antivirus solution should 

offer Performance, Protection, Regular updates and Transparency. These are 

fundamental requirements and should not be compromised.

Performance

The solution must not impact the computer’s performance in any way. 

Performance degradation adds significantly to the total cost of any solution, 

and many users unknowingly tolerate this degradation.

Protection

The solution must not allow a system to get infected. The main reason behind 

having an antivirus installed (investing in keeping it updated) is to be protected, 

not infected.

Regular Updates

If the antivirus software is termed as effective, it should regularly check for the 

latest updates without any manual intervention. With viruses multiplying 

enormously, the antivirus software requires updates every day. An effective 

antivirus software will run at the background and get updated. 

Transparency

If the solution is difficult to use or manage, it becomes liable and consumes 

more effort for maintenance activities. The effort spent on maintenance can be 

utilised productively for building a competitive edge for the business. If the 

solution is not transparent (i.e. invisible) to users, they are tempted to turn it off; 

when that happens the system is prone to security risks.
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Cautious / Preventive Techniques
There are numerous ways by which a system can be attacked and private data 

can be stolen by hackers and other attackers in spite of installing efficient 

antivirus software. Hence, it is an individual’s responsibility to adhere with few 

guidelines to protect themselves from attacks:

Ÿ Install one antivirus software only

ŸDo not disable the antivirus software

ŸDownload software from trusted sources

ŸKeep software updated

Ÿ Track Warnings and Alerts

ŸConsider a complete Security Suite

Ÿ Scan Additional Devices

Conclusion
Virus is meant to interrupt the computer operations, corrupt the data stored on 

the hard disk, create access rights for hackers and slow the computer network 

by creating excess network traffic. To prevent data theft, users must install 

antivirus software. Although the antivirus software do not offer full guarantee 

of protection, they help user in detecting and alerting the presence of virus. 

Different antivirus software are good at tackling different problems. With 

increase in the types of malwares, the antivirus vendors are incorporating 

several layers of detection in their tools. Among the available antivirus 

software, users must select the right option essential for protecting their 

devices.
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